Internet Safety

1. Never share your personal information: name, age, address, phone number, parent’s name, name of school, parents’ job,  etc.  

2. Never share out your password, except with a trusted adult, like a parent.  

3. Never plan to get together with anyone you met over the internet: When your internet friend starts saying you should meet face-to-face some day, you should have alarm bells going off all over the place in your mind.

4. Keep talking to your family members — even when the subject gets uncomfortable or you just don’t feel like getting into it with them. Just can’t talk to your parents? Pick someone who’s an adult that you can trust. Keep talking.



When you go on-line, the main risks are:

(   The wrong kind of Contact – Can you recognize and protect yourself against contact with cyber-bullies or predators?  People aren’t always who they say they are. The Internet is a place to have fun with people you already know. It’s not a place to meet new people.
( The wrong kind of Content – This includes images and words that you download or look at and also the stuff you put out there, like pictures or info. What goes up on the Internet is there forever: everything you post online is tracked and stored and could turn up in the future (interviews for jobs or schools).

( The wrong kind of Conduct – Because the Internet feels very free and anonymous, some kids get too free with jokes and teasing.  But the Internet is a public place: anonymity is a myth. You need to be just as decent when you’re on-line as you are in person.

Other risks are: someone may try and get your money, or get your personal info to try and get your money; some websites are set up just to plant software on your computer so a company can send their ads to you, or collect information about. Viruses may jam up or ruin your computer. 

    Internet safety websites: 




     What to look for:
www.ikeepsafe.org/




     video ads on internet safety
www.netsmartz.org/netteens.htm


  watch “Real Life Stories” videos, also click

www.wiredkids.org/tweens/index.html
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Situations and Questions:
Read the questions and the situations and think about some answers, so you can take an active part in small-group discussions.

Situation: You receive an e-mail from someone you know and you can tell it’s insulting to another person. 

But, you don’t really like the person they’re insulting.   Is it so bad to pass it on?

Questions: Unsolicited messages online: (Unsolicited means un-asked for or un-invited: like when someone gives you a CD of music you really love — but you never even told them you like that music …)

In an on-line chat-room, on your own blog page, or in your e-mail, someone you don’t know is reaching out to you with questions. So . . .

1. Why is this person you don’t know trying to have a one-on-one dialogue with you? 

2. Why are they reaching out to you? 

3. Why do you feel it might be safe to continue a dialogue with this person that’s reaching out to you?

4. Would you feel safe because it’s only on-line, so they can’t get into your real life? Is that right?

Situation: You wrote a mean e-mail about another kid, but it’s hilariously funny and you only sent it to your best friends and classmates, who know how just you feel: is there really anything so bad about this? 

Situation: Your best girl-friend sends you an e-mail that says something really heavy about another kid: Is that e-mail a public statement or a private statement? Why?

2 Questions:   

· What does IM mean? Does your instant message (IM) go to a whole group of people or just one? 

· When you post comments on a friend’s blog page or on their MySpace — is that permanent or temporary?

Situation:  

· Could you ever tell another 11-year-old to stop sending you pictures that were made for an 

adults-only website?   

· What makes it hard for one kid to tell another kid to stop doing a bad thing?

2 Questions: The Department of Education has rules for using technology and the Internet. 

· Do these rules apply to the students or to the adults? 

· What should happen if someone keeps breaking the rules?
Situation:  Your parents don’t know you have an e-mail address or that you like to use different chat-rooms. So,  what if you were breaking some of the rules on internet safety, and it was sort of fun, no big problem, but then something happened that made you nervous? Who would you talk to?

Question:   Some people say that bullying online in an e-mail or in a public chat-room or other website is worse than a face-to-face threat. Why do they think it’s worse to have it happen on-line?

Question:  We saw two short videos about cyber-bullying that ended with the question, “If you wouldn’t say it in person, why say it on-line?”  One video took place in school auditorium, and one video took place in a kitchen with some girls. 

· What are those videos trying to teach the viewers? 

· Is the message just  “Cyber-bullying is bad!” or is there more to it?
Question (for girls or boys): A girl who wants to be your friend sends you an e-mail that tells something very private about herself. But you don’t really care that much about her. You know her message is pretty heavy and you decide to copy-and-paste what she wrote to you and put it on a blog, or in a chat-room. So, is that cyber-bullying? 

Question:  Why do people say you should “never share your personal information: name, age, address, phone number, parent’s name, name of school, parents’ job,  etc.” on the Internet

Question:   Why do people say you shouldn’t share your password — even to your close friends?

Situation:   You’re at a new school, and you’re meeting all sorts of new kids. You are trading e-mail addresses, visiting their MySpace pages, chatting on-line. Then one of the kids posts something negative about you. Should you post a reply, to defend yourself?  

Question:    The Department of Education in NYC has a rule that says, “No personal e-mail messages” on school computers — for adults or children. Why is this a rule?

3 Questions:  The PS 124 File Server has private “folders” for 5th graders and for teachers, and public folders that can be opened and saved in by anyone with a password. The File Server is NOT connected to the Internet, so no-one outside of our school can have access to it.

· So, is your personal “folder” really Public or Private?   Why?

· Is it OK to share your user ID and password for File Server with your best friend?

· Do the Department of Education’s rules apply to your own student folder?

Use your imagination!! (
